Al -Ffarouk journal of sciences
Volume (2), Issue (1) ( March, 2026)
ISSN: 3135-2359

pslall (55 lall Alae
2026 Gua 1 2328 (2) dlaal
3135-2359 =

duald) pulaill B Joadll i b cpuilipally ol A5 pliaefy dullal) bl Aglen (A juddal) g8
(ks dilasa
The Role of Encryption in Protecting Student, Faculty, and Staff Data Amidst the

Digital Transformation of Education (An Analytical Field Study
Faculty of Economics, Ajilat - University of Zawiya - Libya

Lk A g 510 Arelas — a3 L 3 ) 51 frelas - mall SLaiaY) 34€
d.allali@zu.edu.ly N.zagout@zu.edu.ly

2026 /03/22 : <48 75 -2026/03/11 :Jsal &5 2026 / 2 / 18 Axal el 25 2026/01/10 (230N & )5

oailal)
el ol Q8 Gyl B eliacly Al by dles 3 juadill GLis 50 sleatinl ) duhall cda
g s e ohlatll ia gl mgid) e duhall ciadel | (ladsas c laall sl 408) Al Lpabeil) il gally
sl Aueals afine o5 dgmg I Cuyell L Cunins (100) o die o ey dg <)) dliud e lily)
agl) cbaatl o a8l asS LS (3190) dacsias daad )l AR jujes 8 oyenl ple @llals (4,2) sles Lacsgian
ekl Aol e B3B 5,01 o (Racsidl 558 (ak) dpad) clasdlly (o151 elag Aadal) 2k Ji)
s Byg yn pe Apll) ABaleadll ity (AES=256) ules N uddill CNsSsigy &85 85 s duyall Caagl
madia Gy ey e bl duladlly (Gl gl o Sadll
adetl) SUL Dlea ¢ byl Jsatl) ¢ Spmadl ) ¢ i) :dalidal) Cilalsl)

Abstract
This study investigated the role of encryption techniques in protecting student and faculty data

during the digital transformation of Libyan educational institutions (Faculty of Economics, Al-
Ajaylat as a case study). A descriptive—analytical approach was employed, with data collected
via an electronic questionnaire from (100) participants. The findings revealed a high level of
awareness regarding encryption importance (Mean: 4,2). and a strong perception of its role
in enhancing digital trust (Mean: 3.90). However, the study identified significant technical
challenges (e.g., system complexity and performance issues) and human challenges (e.g.,
lack of specialized expertise) that hinder effective implementation. The study recommends
upgrading encryption protocols to (AES-256) standards, implementing Multi-Factor
Authentication (MFA), and bridging the gap between theoretical awareness and practical
application through specialized training programs.
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