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Abstract: 
This paper is relating to PC data back up and the recovery, the techniques and systems 

for ordaining the data backup and recovery. Also, this paper is implementing the 

distribution. 

With various apps in the PC system and constant developments of Information 

Technology, fast increase the quantity of the data, which became a critical factor in the 

working life. The research based on the understanding the importance of the network 

backup and restoring data to managers, clients, server level collected from the system 

constructions. The program is able to manage the gathering of network data and restore 

and backup it automatically. 

To protect against data loss the user can be saved by using backup and data recovery 

program. System backup and recovery - is a software or hardware and software system 

to create copies of data at regular intervals for subsequent recovery. In addition to 

protection against loss of data backup systems also allow for the continuity of the work 

of employees to organize due to the rapid recovery of the operating system (if its 

image), or restore data on another computer. 

 

Keywords: Data backup; Data recovery; Network backup; Delta extraction; Hash 

index; Safe-set; Cloud computing. 

 

1.Introduction: 
As time passes the high-tech technologies characterized by computers and 
networking technologies gaining a great importance by the users of PCs. Therefore, 
to keep in safe the documents become significant for the people. The data kept in the 
computers are very precious for many working people to lose the data means to lose 
the job, money, and most importantly time. The main importance of hardware and 
software of the computer is to accomplish different operations relating with data usage. 
The fast internet apps developments, cloud storage and cloud computing technologies 
becoming increasingly popular in present environment. To rely only on one application 
program, to produce applications with large data capacity systems, thousands of 
servers working collectively. Therefore, to be sure that applications with big capacities 
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of data is backed up, the occurred treat is been deleted immediately and the data is 
recovered automatically in all server computers is becoming a significant issue in the 
data security field [10][11].  
The paper analyzed classifications of the file back-up software and the methodology 
of data recovery and back-up; studied the way of network data storing and data 
backup works, according to the way implemented by managers, customers, and the 
server layers. The model is able to understand the network file management, restore 
and back-up automatically [1][3].  
2.Traditional Backup Approaches 
To be protected from the loss of the important data, the data should be stored 
electronically and have to back up. Traditionally the process of data activation (or 
back-up) involved in writing a sample, also taking mirror image of the file to different 
data room devices on a particular time which was generally at night. When the data 
was backed up to storing devices, the storing devices were moved physically to 
secured place. If the initial data has been damaged or lost the sample of the file was 
accessible and could be copied from it. The disadvantages of traditional way of 
backing up the data are that devices to store the data took extra space and also it 
was time consuming to move storage devices from one place to another. And also 
because the need to back up data was increasing the number of devices for storing 
was also increasing, so the cost to keep data storing was also increasing [3][4][13]. 
 3. Network-Based Backup 
The other storage process that was popular in last years is network backup which 
transmits the data to a secured website. For example, the data management 
organizations providing services to back-up and achieve the data, and permits an 
organization to send backup file to a file manager on an agreed time duration. Usually 
the data in the storage is translated (coded) in order to protect from third party, and 
relief of information[2][15].  
The disadvantage of sending the backed up data the manager to store through 
internet, internet is line of transmission of the data. Generally, transferring backed up 
data is hug and the capability of the communication length is exceeding between the 
data storage manager and the client. When big and several data is to be transmitted, 
the process of traditional backup data of sampling all the data necessitates to spend 
too much time and bandwidth which are very obtainable. Moreover, sometimes there 
is a need of changing only some percentage of the data to back-up for a time[5][6].  
4. Delta Extraction Algorithm 
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One way of using a practical process is to use the delta extraction algorithm. It is 
controlling the changes that made the company to some backed up files, and modifying 
the changes immediately. Therefore, this way of modifying backed up data is much 
easier and faster, also it decreases the need to have a large unnecessary backup 
storage.  
For instance, selecting files are done from the first order through alphabetic numeration 
in several delta extraction methods.  As an example we can take “D” the drive under 
Windows NT can managed in the next command: 
D:\autoexecs.bat 
D:\boots.ini 
D:\Dirs1\ 
D:\Dir1\Datas1.dat 
D:\Dir1\Datas2.dat 
D:\Dir1\Subs1\Image1.bmp 
D:\Dir1\Subs1\Image2.bmp 
D:\Dir1\Texts1.dat 
D:\Dir1\Texts2.dat 
D:\Dir2\Datas1.dat 
D:\Dir2\Datas2.dat 
D:\Dir2\Images1.bmp 
D:\Dir2\Images2.bmp 
D:\pagefiles.sys. 
These files are for comparison in contrast to delta file mapping, by using alphabetic 
contrast to decide if the data part is new or old from the previous backed data. If the 
program realizes that the files had changed then the data is wholly is copied, the 
previous data which were deleted temporarily from the later back-up are not used for 
the forthcoming backups. When the data is corrected, it is transferred to the server 
application from the client.  
In the server computer the data is processed in the same way as it was back up. The 
data is consequently compound with the old data, by using alphabetical comparison 
to recognize changes if there is any. If there are some new documents (files) they are 
been saved wholly[2][5]. 
5.Limitations of Delta Extraction 
Apart of using the “delta extraction algorithm”, the back-up process will take longer 
time once hug amount of the files are being involved, and if complex and wide back-
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up data is been involved in the process. Sometimes some data contains up to ten 
thousand separate folders, which takes long time to come over issues such as slow 
work, not enough time and crashes of the system which happens very frequently. The 
user’s app in performing delta algorithm greatly relying in sorting processes.  These 
sorting processes are long, because it is allowing to change, to match with the initial 
files that are backed up previously and stored. Generally, user’s side of processing 
the data to change and transmit the records are consuming hug amount of time[13]. 
6.The comprehensive information about methods of data backing up in internet 
Creating a copy of the data is a fairly simple process, but the real needs of users are 
often very varied and complex. For example, many users want to be able to make 
backups of any point or store very large amounts of data. For companies relevant is 
the problem of managing large amounts of data storage and rapid recovery. For each 
class of problems, solutions, and there are a variety of backup and data 
recovery[2][13]. 
The new method to back up the information by the network connection involves next 
stages as will be explained further. The method includes receiving the data information 
for the first backing up data and thereafter will receive periodically data to back up or 
update the information which has been changed. Throughout this back up procedure, 
the system analyses new information and decides whether to create new file, or to 
move it to update the old file, or avoid data which is not changed.  operating system 
of the computer delivers the data information on a stable and not randomly commands. 
For instance, at a user’s app, the selection of folders are processing in depth first 
order as they shown in the folder scheme, that storing won’t be able to be stored in 
alphabetic way. Using the same folders that were given in the previous example with 
the “D” driver in Windows NT which can work as next:  
D:\autoexecs.bat 
D:\pagefiles.sys 
D:\Dir1\ 
D:\Dir1\Datas1.dat 
D:\Dir1\Datas2.dat 
D:\Dir1\Texts2.dat 
D:\Dir1\Sub1\Images1.bmp 
D:\Dir1\Sub1\Images2.bmp 
D:\Dir1\Texts1.dat 
D:\Dir2\Datas2.dat 
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D:\Dir2\Images2.bmp 
D:\Dir2\Images1.bmp 
D:\Dir2\Datas1.dat 
D:\boots.ini 
The system tracks data folder locations using a pointer scheme numeric values (e.g. 
001,002,003) that represent addresses rather than file contents and pointer values 
shift when folders are added or removed so newer folders receive higher values. A 
baseline copy called the safe-set, maintained by the storage manager, is updated 
over time; during backup the current folders are compared to the safe set by the 
common sort order and their pointer values, and any current folders with larger pointer 
values are identified as new and appended to the safe-set. This comparison works 
because both the live set and the safe-set use the same sorting scheme, so even 
small pointer-value changes reveal added or changed folders [2][7][8]. 
7.  Hash Index and Change Detection 
The established system is an empirical hashing index to analyze whether the current 
folder is an updated of the initial folder in the safe-set. The algorithm that recognizes 
the change in a data folder through creating “hash total” of the records is called 
hashing. The hash total is the collection of numbers from different points from the 
data. Therefore, the current total is being compared to the previous hash total of the 
same folder. If there is any changes in the data folder, the result will show dissimilar 
hash total. Because, added numbers are been changed or moved to other locations 
so the hash total is changed. Therefore, when the hash total is dissimilar, the data 
must be changed and folder has to be updated in the safe-set[7][8].  
For the total of hash for every folder in the safe-set there is a special place called 
“hash index”. It been created with safe-set in order to provide a baseline of hash 
totals for every single folder. The model is analyzing whether the current folder is 
updated relating to the initial folder through comparing total of hash of the current 
folder with total hash of the initial folder in the safe-set. If both hashes are differing 
from each other the information in the data has been changed from the last backup. 
Then the current folder is being moved and saved with the new updates in safe-set 
like an updated folder. However, when the total of the hash is the same it means that 
the folder has not changed, then data is just been skipped. 
 8. Storage Costs and Access-Frequency Tiering 
In order to achieve efficiency and economy in the safe-set the storage of the data is 
used. There are many different costs for the storage media. For example, to have an 
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access to high speed is used next devises: RAID disc, near line, optical, and tape. 
Usually, more the storage media is faster more it is expensive. Therefore, it is better 
to store data or update the data folders with lesser expenses and smaller storage 
media[2].  
The module is monitoring the access for every single data frequently. The grouping of 
the data folders is done according to the frequency access. In the result the smallest 
frequent accessed set of the data folder will be relocated in the less expensive storage 
area, whereas the biggest frequency accessed set of the data folders will be relocated 
to the fastest storage area. In this way it will increase the economic performance by 
minimizing the storage cost whereas lowering recovery and back-up intervals utilizing 
by the diverse storage media in the best efficient way. The controlling of the access 
frequently is a continuous process and the model will merge/move folders in the 
storage areas according to their separate access of frequency changes[9][16][17].  
9.The data recovery and backup requirement analyses 
The backup and recovery software is very important for managers; the important files 
are always backed up in different location, if the original file is lost or damaged there 
will not be need in put new efforts to create new document. 
The file back-up is the requirement of file recovery, and the file recovery is the crucial 
goal of file back-up, and both procedures work together to make sure that data is 
save in the storage[3][17]. 
In the present time, there are many issues and difficulties exist in the computer system. 
Firstly, most computer users don’t have professional skills and knowledge in computer 
system, so they cannot understand the system and working conditions clearly. Also, 
are not able to backup and process data effectively. Secondly, even though some 
specific units can recover the system, due to privacy requests the software program 
is generally can’t send to other users. Moreover, due to the variety of computer 
applications systems created in the present, the locations of them are dispersed 
delivery state, and when problems occur the administrators are not able to resolve 
occurred problems[1][15][17]. 
The data security is a significant for the users of computers, because users are facing 
many risks in the network area data info, and to guaranty the safeness of the files the 
recovery and backup is the best way.  Traditionally the backup and recovery system 
was done locally, but this method lost the meaning because of various problems with 
hardware and software disasters (like illegal cracks, viruses and etc.). For example, 
when the user faces failure of the local system, if the user is using the traditional way 



Automated Network Backup and Recovery Using a Safe-Set Baseline and Hash-Based Change Detection 
 

1031 
 

he will lose the data or won’t be able to have access to the data. Therefore, to use 
distant network recovery and back up data technology will be the most suitable for the 
user.  In addition a perfect way of backup system is to include possibilities of the 
failure hardware and software system.  
10.Recovery and Backup and other related Technologies 
Backup is by the object used for restoring the data in the case of damage or failure 
of the program, so that the user won’t lose the information which he needs.  The 
object of the backup system is the information in the PCs; it is preventing information 
from natural disaster, hardware failures, software mistakes, loss or damages from user 
made illegal or unwanted operations[3].  
The back-up data is established on recovery, the reason backing up the data usually 
is to reduce the risk of data room system. There are many different recovery/backup 
purposes to develop different types of backup and recovery methods, the generally 
used technique for backup and recovery system explained below[4][14].    
11.The distribution of backups and restore  
When the server is distributed locations are relatively decentralized and not able to or 
to operate with unnecessary expensive SAN system.  There are various data services 
that user can use in every location, increased stored devices straight forward link with 
the server. The server to arrange the increased storage corresponds with “storage 
management” system, to delete relating storage method. This method is very easy 
and simple, quick arrangements of implementations, but the negative part is that the 
implementing the data in large scope is not very practical way to do. The distribution 
of back-up process arrangement is provided below in Fig. 1 [3] [15]. 
 

 
Figure 1. Distributed backup system structure. 
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12.Built in the storage area network recovery and back-up 
The solution for the network back-up is built in the storage area, two different 
independent app modules “LAN” and “server”. In Fig.2 is shown the independent LAN 
back-up and recovery data application. LAN is the backup application server that is 
through visual fiber room network connects directly to room devices; room spaces by 
LUN are transparent allocated to the servers. Server data storage application does 
not take network bandwidth to up, transmission of the file stream doesn’t disturb app. 
SAN is the real backup data for app server, to protect the storage space the application 
is been used immediately with backup mechanism.  Figure 2 provides the below the 
instruction of the construction of network back-up and recovery system built on the 
room area[3] [9]. 
  

Figure 2. Structure of network backup and recovery based on the storage area 
13. Network Backup System Architecture 
Contemporary networks typically connect many clients to multiple servers; clients 
generally hold only user data while servers provide shared storage, backup storage 
and applications[3][9]. Common backup arrangements include: each user backing up 
to a personal tape drive (a low-cost, high-capacity, portable medium), storing 
important files on a remote server whose folders are systematically backed up, and 
Windows NT4/NT Domain clients having their data backed up to a tape drive attached 
to the NT server[1]. These approaches combine user responsibility and centralized 
protection depending on deployment. 
Restores are often manual: a user requests recovery and an administrator locates the 
tape containing the latest backup. This method is reliable but places a burden on both 
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users and administrators[4]. To address this, many designs adopt a three-layer 
architecture client, management and service layers implemented in software and 
hardware [18], [19], [20]. The client layer controls PC data; the management layer 
provides backup services, adapter support and a certification center; and the service 
layer supplies storage server resources. This structure enables centralized, automated 
backup, archiving, storage and recovery, and employs PKI-based digital certificates 
and trust chains to authenticate devices and secure operations [1][12]. 
Conclusion 
Under the networking environment the development of the app of cloud computing 
technologies for the file distribution room became a significant development way for 
back-up software. This research constructed the cloud software which backup and 
restore the data, is designed by insufficient hardware to supper the centralized back-
up data, and also delivers an easy recovery mechanisms. The system fully considers 
the entire backup and recovery procedure, the user is safe from unwanted issues by 
backing up the data.  
The model and technique to back up the data through network is been developed over 
time. The technique contains making a baseline copy of the data folders which are to 
be achieved (used). If the data is constantly backed up, then the model controls the 
presence of new added folders through comparing the order sort of the current data 
folders with the order sort of the baseline copy. If there are any new folders then they 
are being saved and kept in the baseline copy until the next back up (or changes). 
The model is controlling for any changes in the current folder through comparing the 
hash total number of the current data folder with the hash total number of the data 
folders in the baseline copy. If there are changed folders then they are being merged 
to their matching data folders in the baseline copy. 
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